Linux Checklist
· Change password: passwd root
· List users: cat /etc/passwd
· Accounts with empty passwords: awk -F: '($2 == "") {print}' /etc/shadow
· Lock accounts: passwd -l username
· Disable SSHD, and patch common services like SSHD
· Checks all accounts UID set to 0: awk -F: '($3 == "0") {print}' /etc/passwd
· List all open ports: netstat –tulpn
· Hardening /etc/syctl.cong:
# Turn on execshield
kernel.exec-shield=1
kernel.randomize_va_space=1
# Enable IP spoofing protection
net.ipv4.conf.all.rp_filter=1
# Disable IP source routing
net.ipv4.conf.all.accept_source_route=0
# Ignoring broadcasts request
net.ipv4.icmp_echo_ignore_broadcasts=1
net.ipv4.icmp_ignore_bogus_error_messages=1
# Make sure spoofed packets get logged
net.ipv4.conf.all.log_martians = 1
· Changes SETUID or GETUID for files:
#See all set user id files:
find / -perm +4000
# See all group id files
find / -perm +2000
· Identify all world writable files and investigate:
find /dir -xdev -type d \( -perm -0002 -a ! -perm -1000 \) –print
· Find files with no owner:
find /dir -xdev \( -nouser -o -nogroup \) –print
· Edit SSH by removing all current keys in .ssh located in home folders and root.
· Edit /etc/ssh/ssh_config, to allow only the users you want.
AllowUsers topor
	IgnoreRhosts yes
	HostbasedAuthentication no
	PermitRootLogin no
	PermitEmptyPasswords no
	LogLevel INFO


· [bookmark: _GoBack]Setup Logging, stored in /var/log, use tail, it’s your friend:
	mkdir -p ~/logs/initial (make a folder in your home directory called logs, inside it make a folder called initial)

	



	

	           cd ~/logs (change working dir to that new folder)

	

	

	sudo cp -R /var/log/ . (copy the whole log folder!)

	

	

	mv log initial (rename the newly copied folder to something different (preferably that indicates time stamp) yay nested parens)

	



	diff -r /var/log initial (compare the current /var/log dir with your copy)


· 




· https://en.wikibooks.org/wiki/Grsecurity#Installation – GRSEC
· http://www.fail2ban.org/wiki/index.php/Main_Page - fail2ban 
· https://sourceforge.net/projects/tripwire/ - tripwire NIDS
· https://ossec.github.io/downloads.html - OSSEC HIPS
· 
